Internet Performance

from the IP perspective

hakan.lindberg@ b3|tse & AnderS Li|jegl‘en anders@liljegrenconsulting.se



What is an IP service?

e Thousand of RFC:s

Firewall and virus check X
* Procurement — DNS, $SMERi or X
Kammarkollegiet 005 7
(Verva etc .
5008 " Encryption X
o Router w/ Ethernet Interface X
— The deflnl"clon- of 3 Multicast+Broadcast X
WAN-service is that :
it is IP-based Tunneling (other protocols) X
(whether meshed or Virtual LAN and VPN X
p-t-p) DNSsec
— Few definitions of Pl-addresses

the IP-service but: IDS and IPS



Why measure?
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Possible objectives

* Follow up of ISP promises?

—"Up to 12 Mbps” or "experienced bandwid
— But i1is it fair to compare “business <c¢cl a
overbooked couch & 0,4 kSEK”?

- Enabler for "a better I nternet?”

— Triple play incl. VolIP and IPTV.
* Gamers and P2P may have other needs?
* Compare with interleaving in the ADSL-CPEs

— E-invoicing 3 times more popular | Denmark than Sweden (survey SCB)
« Avoi d "anecdotes about the quality

e Common view of problems?
— Instantaneously?

* Troubleshooting like Viasat and Sfanytime do
« PTS an dthéstGtk dithe (Internet) nation

— Historically

* Cool graphs or animations?



Perspective

End user
— And in that case: end-user to what?

ISP to ISP
Service Providers

Mobile users

— Higher RTT, PER. Satisfied with less?

— Different device, another set of test tools?
— Bandwidth vary, so does RTT

* Consecutive packet loss is bad! (And lost
packets will not become part of the average)



Methods

* Surveys
— " NKNOjd Kund I ndex” (Eng. Ke
* Includes how problems are solved
* Probes
— ISP —ISP
— Simulated traffic

* Software on client site
— CPE (or plug in CPE?)
— Orinthe PC
— Widget or applet in browser

e Based on

— typical usage (user profiles) or

— what is easy to measure?
* FTP and ICMP easy to measure
* E.g. Skype is hard



Anot her VI ew

* Collect statistics centrally

 Top down approach (without client software)

— Possible:
* Routing errors (network unreachable). Get it at the ISPs.
e AS reachability
* Announcing public addresses?

* Spoofing? ISP not checking SA
— Lots of IPs from one ISP/customer

» Set up central ping servers (replace Sunet as de facto standard). Collect
information centrally.

* |ICMP on clients
* Let BBK collect retransmissions (and RTT)
— Problems:

* Routers and login



Postal Service

150 000 letters/year. International standard.

/S Leveranskvalitet - Posten.se - Windows Internet Explorer

% '! Ll & http:/ fwww.posten.se/m/leveranskvalitet

o 3"3 posten brev & paket |E| -" Sok *{r -'l c%v

T == & Startsida - Intranet | €3 Leveranskvalitet - Poste...

B - o9 Bokmirken~ | 2% Stavning = &3 Oversatt ~ | Autofyll = 4

o AVG ~ 7~ Yzhoo! Search + [ search | .. Limited Protection | @l AVGInfo ~ | 2l -
m Tillbaka till Posten.se Kundservice In English

O/

Kvalitet

Processer Leveranskvalitet Nijda kunder ™M Certifieringar

Stindiga forbittringar

Leveranskvalitet

Posten faljer upp den tekniska leveranskvaliteten far
brev och ODR (cadresserad reklam) med de statistiska
matinstrumenten SWEX (inrikes) och UNEX {utrikes].
Matningarna faljer EU:s standard CEN 123850 och utfdrs
av en extern och cbercende part - IEM Business
Consulting Services.

o . e . - . -



A long chain

7 | application

6 | presentation

5 session

4 transport

3 network

) link

1 physical




Perspectives



Global perspective
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* Ping end to end reporting
* 45 monitoring hosts
* |ICMP: RTT, packet loss, jitter, indication throughput

— VIiPER —visual presentation
— [EPM-BW
e Better on throughput

e Vs. Geoff Houston: rejects PING measuring



Commercial Services

* Epitiro

— Using real services from about 10 ISP on New Zeeland
* probes

— Discussion about interleaving on ADSL

* Became worse in New Zeeland

— Shorter delay = better score

— Some |ISPs started caching web pages

— Measures every 15th minute
— KPI

Synchronisation Speed

* Cached HTTP

* Non-cached HTTP : l 1 ;
. b | ¢ |

* Ping Performance 1

* Domain Name Server Performance ‘ T '

¢ Email Round Trip Time e T

* Packet Loss Performance SRR oo -2




* Keynote

— American companies

* Mainly checking how (American) web sites are up and
working

* Pingdom (Sweden)
— Mainly checking web sites



Sam Knows

* UK

— Transparent report 2008

e Operators with names (vs.Swedish SITIC)
—(vs Epitiro that produces a

* Based on customers experience (?) or eqpmt

e For Ofcom in the UK

e Several KPI vs. Swedish BBK

— latency, packet loss, DNS(time and failures), get
web pages (tid), VolP, speed




Sam Knows

— Based on Linksys WRT54G and FreeWRT
— The Selection process: got 1000 volunteers very fast!
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Figure 2 - Latency of all connections over a six week period



 Cisco IP SLA

e Other:

— Utilization of
interfaces

P

ng'’

ISP:s

LTIy wasid
Cisco I0S IP SLAs
operation.

ICMP Path Jitter

Measures hop-by-hop jitter, packet loss, and delay
measurement statistics in an IP netwark.

Voice and data netwark
performance

General IP
performance

UDF Jitter for ValP

Measures round-trip delay, one-way delay, one-way jitter,

YolP network and

and one-way packet loss for VolP traffic. Codec simulation perfarmance
G711 u-law, G711 a-law, and G.729A. MOS and ICPIF
voice quality scoring capability.
Hote One-way delay requires time synchronization between
source and target routers.

UDP Echao2 Measures round-trip delay of UDP traffic. = SenverandIP
application
perfarmance

*  Connectivity testing

ICMP Echad Measures round-trip delay for the full path. = IP performance

«  Connectivity
measurement

ICMP Path Echod Measures round-trip delay and hop-by-hop round-trip delay. |+ Connectivity
measurement

Identify bottlenecks in
the path

HTTP Measures round-trip time to retrieve a web page. + Web server
perfarmance
TCF Connect Measures the time taken to connectto a target device with |+ Server and application

TCP.

perfarmance




Switzerland

* Another view: is the ISP interfering with your
packets?

e www.eff.org

ELECTRONIC FRONTIER FOUNDATION ?

Fight lllegal Spying!

ABOUT OURWORK DEEPLINKS BLOG PRESS ROOM TAKE ACTION JOIN EFF Snter search terms co g

Home = QurWork = Transparency

Test Your ISP

In May 2007, Comcast began engaging in protocol-specific interference with the activities of its subscribers. When confronted by
users and by EFF, Comcast responded with denials and answers that told less than the whole story. In October 2007, however,
after independent testing by the Associated Press and EFF, it became clear that Comcast was, in fact, interfering with Bit Torrent,
Gnutella, and potentially other common file sharing protocols employed by millions of Internet users. In specific, Comcast wa
injecting forged RST packets into TCP communications, in an effort to disrupt certain protocols commonly used for file-sharing.
The interference efforts were triggered by the protocol that the subscriber used, not by the number of connections made or
amount of bandwidth used by the subscriber.



http://www.eff.org/

BBK (bredbandskollen)

* Works well up to about 20 Mbps
* Collects statistics centrally
 Weakness: user tells the maximum value

Testresultat 2009-10-01 - 2009-10-31
Leveranttr: Alla Lan: Alla

256 Kbit/s adsl 0 oEs 12,0% 15,7%  [EEN
256 Kbt/ Kabett S em
384 Koit /5 36-nit s o as
512 Kbit/5 ads! B 12,2% 13,5%  11,1% 13,25 [EEE
1 Mbit/s adsl BT o7 11,7% 15,4% SR
2 Mbit/s kabeitv TG - S S
2 Mbit/s fiber 1,75 11,7% L e




Sitic

e State of the Internet:
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Matrisen visar en sammanstéllning &ver 8 svenska
internetoperatdrer och hur typiska anvandare hos dessa kan na
tjgnster hos de &Swriga operatirerna.

All trafik flyter bra
Mindre trafikstdrningar
Svara trafikstdrningar
Maldata saknas



Step by step



Step by step

* Objectives
— Reports 1 —4 times a year
* Might be used instantaneously

— Scalable and flexible (hardware and software)

e To start with ADSL is OK

— 75 % of Swedish SME have DSL. LE (>250 empl.)
have DSL in 70 % of the cases, but they have

another connection as well. [SCB report 2008]
fiber)



Step by step

* Phase 1

— 6—10 probes over ADSL at IS

* Own platform, basically IP but add DNS, SMTP, VolP MOS etc if
within budget /compare prices with commercial services/

— Five servers
* For measuring but also for the IP community:

* Open for testing (ping, HTTP, web based tools etc)

— Collect server info which can give statist about TCP RTT, lost TCP
segment, etc.

— Transparent reporting (ISP name and service analysis)
— 5—6 probes in regional city networks



« Phase 2
— Mobile ISP

— RTT, packet loss (consecutive?)
 Phase 3

— Scale up with more probes
* Probes at the ISP:s
» Software and/or customized resilient gateways

— Include the ISP:s?
« Establish a probing frame work

— Trust (anonymous, will not flood the connection)
— Useful for ISP:s as well



Availability (over time) |
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Drawbacks

* Periodical reports
— Not instantaneously

We might tell that 10 % of this population has problems. Not 10 % of the
Swedi sh popul ati on ..

— Then we need about 500 — 1000 users
« Compare cheap overloaded DSL (12 — 24 Mbps) with business
class SDSL 12 Mbps?

— Solution: reports like Sam Knows that explains what and why

* The best Internet performance for whom?
— Gamers (delay)
— VolP
— File transfers (bandwidth), few retransmissions
—“Hel ping customers by closing p



A few questions

e Build your own (script on Linux is rather easy)
— Probes are rather easy
—But don’t forget to collect sta

* Versus buy a service?
— Commercial: ixChariot (but application view), Prosilient, Absilion
— And ot hers above..
* How do we include the City Networks?
— Large penetration locally, could have several ISP:s
— Phase 2 or 3?
e Server side

— Internationalde-f act o pi ng? (” Sunet”™) an
downl oads”



Questions and suggestions:

* Please contact
— hakan.lindberg@b3it.se
— patrik.wallstrom@iis.se

Thank youl!



