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What is an IP service?

• Thousand of RFC:s

• Procurement –
Kammarkollegiet 
(Verva etc.): “DANTE 
2008” 
– The definition of a 

WAN-service is that 
it is IP-based 
(whether meshed or 
p-t-p)

– Few definitions of 
the IP-service but:

Shall Should

Firewall and virus check X

DNS, “SMTP-function” X

QoS X

Encryption X

Router w/ Ethernet Interface X

Multicast+Broadcast X

Tunneling (other protocols) X

Virtual LAN and VPN X

DNSsec X

PI-addresses X

IDS and IPS X



Why measure?



Possible objectives

• Follow up of ISP promises?

– ”Up to 12 Mbps” or "experienced bandwidth”

– But is it fair to compare “business class á 20 kSEK” with “lots of cheap bandwidth in 
overbooked couch á 0,4 kSEK”?

• Enabler for ”a better Internet”

– Triple play incl. VoIP and IPTV.

• Gamers and P2P may have other needs?

• Compare with interleaving in the ADSL-CPEs 

– E-invoicing 3 times more popular I Denmark than Sweden (survey SCB)

• Avoid ”anecdotes” about the quality

• Common view of problems?

– Instantaneously?
• Troubleshooting like Viasat and Sfanytime do

• PTS and “GLU”  - the state of the (Internet) nation

– Historically

• Cool graphs or animations?



Perspective
• End user

– And in that case: end-user to what?

• ISP to ISP

• Service Providers

• Mobile users

– Higher RTT, PER. Satisfied with less?

– Different device, another set of test tools?

– Bandwidth vary, so does RTT

• Consecutive packet loss is bad! (And lost 
packets will  not become part of the average)



Methods
• Surveys

– ”NKI -Nöjd Kund Index” (Eng. Key Performance Index)

• Includes how problems are solved

• Probes
– ISP –ISP

– Simulated traffic

• Software on client site
– CPE (or plug in CPE?)

– Or in the PC

– Widget or applet in browser

• Based on 
– typical usage (user profiles) or 

– what is easy to measure?
• FTP and ICMP easy to measure

• E.g. Skype is hard



Another view: “hälsoläget”

• Collect statistics centrally

• Top down approach (without client software)
– Possible:

• Routing errors (network unreachable). Get it at the ISPs.

• AS reachability

• Announcing public addresses? 

• Spoofing? ISP not checking SA

– Lots of IPs from one ISP/customer

• Set up central ping servers (replace Sunet as de facto standard). Collect 
information centrally. 

• ICMP on clients

• Let BBK collect retransmissions (and RTT)

– Problems:

• Routers and log in



Postal Service

150 000 letters/year. International standard.
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Perspectives



Global perspective

• Stanford IEPM

– From 1995

– PingER –easy.

• Ping end to end reporting

• 45 monitoring hosts

• ICMP: RTT, packet loss, jitter, indication throughput

– ViPER –visual presentation

– IEPM-BW

• Better on throughput

• Vs. Geoff Houston: rejects PING measuring



Commercial Services

• Epitiro

– Using real services from about 10 ISP on New Zeeland
• probes

– Discussion about interleaving on ADSL
• Became worse in New Zeeland

– Shorter delay = better score

– Some ISPs started caching web pages

– Measures every 15th minute

– KPI
• Synchronisation Speed

• Cached HTTP

• Non-cached HTTP

• Ping Performance

• Domain Name Server Performance

• Email Round Trip Time

• Packet Loss Performance

• ISP Service Variability.



• Keynote

– American companies

• Mainly checking how (American) web sites are up and 
working

• Pingdom (Sweden)

– Mainly checking web sites



Sam Knows 

• UK

– Transparent report 2008

• Operators with names (vs.Swedish SITIC)
– (vs Epitiro that produces a few “KPI:s”)

• Based on customers experience (?) or eqpmt

• For Ofcom in the UK

• Several KPI vs. Swedish BBK

– latency, packet loss, DNS(time and failures), get 
web pages (tid), VoIP, speed 



Sam Knows 

– Based on Linksys WRT54G and FreeWRT

– The Selection process: got 1000 volunteers  very fast!



ISP:s

• Cisco IP SLA

• Other:

– Utilization of 
interfaces

–“Ping” view



Switzerland

• Another view: is the ISP interfering with your 
packets?

• www.eff.org

http://www.eff.org/


BBK (bredbandskollen)

• Works well up to about 20 Mbps 

• Collects statistics centrally

• Weakness: user tells the maximum value 



Sitic

• State of the Internet:



Step by step



• Objectives

– Reports 1 –4 times a year

• Might be used instantaneously

– Scalable and flexible (hardware and software)

• To start with ADSL is OK

– 75 % of Swedish SME have DSL. LE (>250 empl.) 
have DSL in 70 % of the cases, but they have 
another connection as well. [SCB report 2008] 
fiber)

Step by step



Step by step

• Phase 1

– 6 –10 probes over ADSL at IIS
• Own platform, basically IP but add DNS, SMTP, VoIP MOS etc if 

within budget /compare prices with commercial services/

– Five servers
• For measuring but also for the IP community:

• Open for testing (ping, HTTP, web based tools etc)

– Collect server info which can give statist about TCP RTT, lost TCP 
segment, etc.

– Transparent reporting (ISP name and service analysis)

– 5 –6 probes in regional city networks



• Phase 2

– Mobile ISP

– RTT, packet loss (consecutive?)

• Phase 3

– Scale up with more probes
• Probes at the ISP:s

• Software and/or customized resilient gateways

– Include the ISP:s?

• Establish a probing frame work

– Trust (anonymous, will not flood the connection)

– Useful for ISP:s as well



End-user ISP-ISP Notes

Availability (over time) Y Y

DHCP handling Y (lost address, 
change of IP)

No

Bandwidth (over time) Y Not possible

Service and network 
neutral

Y Y IP, FQDN, AS. 
Compare with 
filtering of port 25 
and 135

Delay  (RTT, incl jitter) Y Y

Packet loss (% and 
consecutive)

Y Y Vs. TCP 
retransmission and 
packet reordering

IPv6 ready Y Y Native

Add ”application level”Y Y DNS VoIP (MOS-
value, packet loss) 
SMTP



Drawbacks

• Periodical reports

– Not instantaneously

• We might tell that 10 % of this population has problems. Not 10 % of the 
Swedish population…

– Then we need about  500 –1000 users

• Compare cheap overloaded DSL (12 –24 Mbps) with business 
class SDSL 12 Mbps?
– Solution: reports like Sam Knows that explains what and why

• The best Internet performance for whom?
– Gamers (delay)

– VoIP

– File transfers (bandwidth), few retransmissions

– “Helping customers by closing port 25” 



A few questions

• Build your own (script on Linux is rather easy)
– Probes are rather easy

– But don’t forget to collect statistics and make reports (central) …

• Versus buy a service?
– Commercial: ixChariot (but application view), Prosilient, Absilion

– And others above…

• How do we include the City Networks? 
– Large penetration locally, could have several ISP:s

– Phase 2 or 3?

• Server side
– International de-facto ping? (”Sunet”) and ”calibrated server 
downloads”



Questions and suggestions:

• Please contact

– hakan.lindberg@b3it.se

– patrik.wallstrom@iis.se

Thank you!


