IT-forensik och datautvinning
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IT-forensiska uppdrag
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Vilka spar lamnar du efter dig om
du...
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...raderar en fil?

Confirm File Delete

~

J Are you sure you want to send 'ftk_3_ug.pdf to the Recydle Bin?
)
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...formaterar en harddisk?

e CAWINDOWSisystem32\cmd.exe

12:-48 WUMFDi=z=t11.1oyg
12:41 vmpll.log

A7:39 vmzetup. log

12:41 vmsetuplB. log
17:14 UMS ysPr? . prx
12:408 Hudf 31888 nst. log
B9:43 wusInstall_IDE.exe
A7:19 HZpzEPSC. log

B?:36 xpsplhfm. log

A5 :Ad Zapotec . bmp

A5 : 88 _default.pif

Bt [ndd Do Bt [oad o Indd [ B D

337 Filecs2 23 LA4 hytes
45 Dir<sd 3 349 Y68 bhytes free

CoSWINDOUS 2 format G
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...redigerar text utan att spara”

@I Document4 - Microsoft Word

! File Edit view Insert Format Tools Table Window Help =
ARN=A " NENE TR NN <SRN R e e N L P - RGPS
Sl T N I S R RUR - ACR A= RN B 4 TN UCR (% -0 BUNNY - BER BT IERCN B 1 :_I

J]ag-har-Bolaget-ABs-
offerter.-Hur-mycket-
kan-de-vara-varda?y|
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...anvander ett USB-minne?
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Filer pa harddisken

e Harddisk = Parm med
register

o Skriva fil = Satta in
dokument

 Radera fil = Sudda I registret
 Formatera = Nytt register
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Datautvinning: raderad fil

- Aterskapa registret
« Leta for hand
» Aterskapa data
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Datautvinning: formaterad
harddisk

- Aterskapa register
« Analysera data
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Datautvinning: MS Word-tempfil
e

File Edit View Favorites Tools Help

@Back - & *? /-’ Search |~ Folders

Address ‘ifj C:\Documents and Settings\weck'\Application Data'Microsoft\Word v ’ Go

o |

— s o_“1 -\
File and Folder Tasks ‘ |2xa] E

j VD e fdter STARTUP  ~\WRL2914.... Au.toRecoverv
save of Ad...
@ Publish this folder to

the Web —— - —c
[ﬁ |9xa \ ox2 |

—' AutoRecovery LiveRecovery LiveRecovery
save of Kap... save of No... save ofPr...

Other Places

lj Microsoft
D My Documents
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Windows konfigurationsdatabas

. Registry Editor
File Edit View Favarites Help

—
-

BX]

3 sw | Mame Type Cata
(3 uss {Default} REG_57 (value naot set)
=3 UsesTOR B8] Capabilities REG_DWORD 0x00000010 (15)
[ cdromaven_HUAWEISProd_Mass_Storages Class e =7 Dickirive
4[] CdRom&Ven_SanDisk&Prod_Cruzer&Rev 8. - -
# [ CdRomalen_SanDiskiProd_CruzerSRev. [aB] ClassGUID REG_SZ [4D36E967-E325-11CE-BFC 1-08002

[ cdrom&ven SanDisk&Prod U3 Cruzer Micr ] . .
D Disk&Ven_CBM&Prod_USB_Flash_Disk8Rev_ CDmpahblEIDs REG_MULTI_SZ |JSBSTOR \Disk |\_|5E=5TOR LAWY
=7 Disk&ven_CorsairProd_Flash_VoyageraRe CDnﬁgFIags REG_DWORD 0x00000000 (3)
=3 DevicEDesc REG_S57 Disk drive
D d3e 1053720 15 1950 FriendIyName REG_SZ
(11 Diskaven_GENERIC&Prod_USE_DISK_DEVIC [ab]HardwarelD REG_MULTI_s2
(17 Diskaven_IC35L0305Prod_AVVAOT-0RRey [ab]ifg REG_SZ
([ Disk&ven_JetFlash&Prod TS4GIFY 108Rev F‘arenﬂdF‘reﬁx REG_SE
([ Disk&ven_Kingston&Prod_DataTraveler 2.0 5ervice REG
9 Disk&yen_Kingston&Prod_DataTraveler_2.0 7 LIINumI:uer REG |

| * £

| .8

My Computer \HEEY _LOCAL_MACHIMNE\SYSTEMYCurrentControlSet\Enum\USBSTOR \Disk&Ven_Corsair &Prod_Flash_VoY PG 1360035509
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Pinpoint Metaviewer

Metadata

OLE Metadata

File: Name:

Exif Viewer - C:\Backup\afoton\DSC_00... [= |[B][X] |
File () Help (H} h? E!IF Sh
L

bt}

=

Value

View (V) Tools (T)

Item

IFD Exif Private Tag ===

emviewer
i s

Fursplan_Adminiztration a

- [Adminiztration avy operativ
IDE

- |Microzoft Office ‘word

- |11.9399

- |2003-10-16 08:52:00

- |2009-10-16 11:12:00

- 124

- |Mormal.dat

- |Falze

- [HH

C:A\Documents and Settin

- (20091016 11:12:24

. |2003-10-16 11:12:24

: |2009-11-03 09.52:47

0000 OO0000000O0o0oooon

m
&,

Fetmamords;
tarnager:

Last Saved By:
‘Word Count;

Fage Count:
Paragraph Count:
Lire Caount:
Character Count:
Chars [incl. spaces);
Byte Count:
Fresentation Format:
Slide Count:

Mote Count:

Hidden Slides:
Multimedia Clipz:

File Size:

D5 Hash:
SHA-1 Hash
SHA-256 Hazh:

‘ Browse ...

JElIm
20
IDE IElln
441 [E][m|
1 [Ellm]
5 [Ellm]
19 JE][m]
2338 IElln
2774 IE][u!
0 [El[m]
20
0 Ell=
0 [El[m]
0 o
0 [Elln|
Tz 30
E35739320C86B 3208 3FA | 0| []
BEEE7OA7EDOTAZECID | 0| []
FGC234108FC36F1EGEFD] 0| []
Copy Al ‘ Copy Selected |

ExposureTime 10 / 600 second(s)

Frumber f/50050 /100
ExposureProgram Mot defined

I505peedratings G&00

Exifversion 0221

DateTimeCriginal 2003:03:03 09:30: 16
DateTimeDigitized 2008:03:0309:30: 16 ‘.a
ComponentsConfiguration ¥ ,Ch,Cr, {0}, '
CompressedBitsPerPixel 41

ExposureBiasyalus afa

Maxapertureyalus Ay = 4.6 APEX (T /4.9
MeteringMode Pattern

LightSource unknawn

Flash Flash fired, auto mode, retur

< >

Format: JPEG
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e
Fragestallning:
 VVem ansvarar for raderad information?

* Vilken information sipprar ut?

Vilka etiska aspekter maste beaktas?

« Ar du beredd nar incidenten val intraffar?
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| T-forensik och informationssakerhet,

120/

80 hp

Termin 1 Termin 2
Introduktion till Kriminologi och Programmering Datautvinning fran
Ar 1 |IT-forensik IT-relaterad brottslighet digitala lagringsmedia
Administration av Administration av Juridik med IT-ratt Grundlaggande
datorsystem operativsystem websystem
Termin 3 Termin 4
Biometrisk identifiering |Tradlésa natverk Avancerade IT-foren- Utredning av IT- brott
Ar 2 siska verktyg | eller Examensarbete
Datornatverk | Datornatverk II Natverkssakerhet Riskanalys och

Ar3

Termin 5

IT-sakerhetssystem

Termin 6

Avancerade IT -foren-
siska verktyg Il

Underrattelseverksamhet
och sparning pa internet

Examensarbete

Mattias Weckstén

Tillampad matematik och statistik

Krypteringsmetoder och |Valbar kurs

sakring av datasystem
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